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1.4.9 amnsneenserludnurad (Statistical Report) amugasraniiimuslnedndeanndeya Log AgvnsmsanasuuayiiATIe (Log Analysis)
1.4.10 ansafun Group policy Iwannwianesiadl 1P Group, Schedule Group uay User Group 16
1.4.11 SneTulad Virtual patching lunstiesfunasanaiudssiisandesinilussuugudeyals
1412 am138 Authority control itensivaaunsldnu DB object uas SQL sentence ussuugudeyald
1.4.13 anunsafruaguiuy SQL query (Pattern Control) Fadlugaiddudszuugdeyslnstivuamu client IP address, DB users was schedule Wuagatios
1.4.14 mwawc:dsﬂaam::m«.mmhmﬁé.cm\_t.u@mme_msmﬁswé%m&m,Em« Oracle, Microsoft SQL, Sybase ASE uaz My-SQL 1&f
1.4.15 aunsovinusmAuguasel Web Application Firewall uuy Hardware Appliance iisldnsraasu 1P Address emaﬂ.ms:m&mts.ogJmﬁécwé&wmmﬁzsmﬂﬂi (User Tracking) TuswnanldLliuesed
1.4.16 m;tjmm%m&:& Rack umsgu 19 i
1.4.17 Vitineustsiesdintsieussiuqunmuarmsliudnmsauayuneiumeaiia wargunsel saeneny Synrinedadinidestradunints lunsfulssyanuadiianauidnguan
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1.5 Javeunsal 1 Next-Gen Firewa nternet Zone 31434
1.5.1 Wuaunsel Firewall oiin Next Generation Firewall (NGFW) wuy Hardware Appliance
1.5.2 {1 Hardware lawe (SPU) Uzl Network Processor iaw Content Process etnifisszavanmlunisyia
153 il Firewall throughput Tiitieandn a5 Gbps Fm«,ﬁm:dm:mmhgsmmé Firewall, IPsec, IPS, Antivirus, SSL-VPN 210 ICSA Labs
1.5.4 {1 1PS throughput laltieundy 12.5 Gbps
1.5.5 seefumsidansendeniy (Concurrent Sessions) it 8,000,000 Sessions warsesiumsiouselval (New Sessions/Second) itfasndn 500,000 Sessions/Second
1.5.6 fmeudaudestuuiafetna (Network Interface) aenstiosdil
1.5.6.1 |uuy GE RJ45 Shwauliidennin 18 1ae
1.56.2 |uuu GE SFP $wnuliidoanda 8 ves
1.5.6.3 |wuy 25GE SFP28/10GE SFP+ srumnilidesndt 4 dos
1.56.4 |uuy 40GE QSFP+ $munuliitfonnd 2 9ae wiauiaus QSFP-40G-SR dmnulidesndt 2 o
1.5.7 ATavmIAIMUR IP Address uar Service Port WU Network Address Translation (NAT) uax Port Address Translation (PAT) 167
1.5.8 dm15avi1 Static Routing, Policy Routing iag Dynamic Routing uuu RIP, OSPF, BGP ¥iduedralen
1.5.9 an9a User Authentication Wiffu Local user database, LDAP, RADIUS was Single Sign-on Iéilluaghalios
1.5.10 5995UN159 Virtual systems v38 Virtual domains %38 Virtual firewall leilitfegndn 250 szuu
1511 5943UN15v High Availabitity (HA) WUU Active-Passive Waz Active-Active Iiiflustiedios wazanusavi Session Synchronization 16
1.5.12 ausauimsinnsgunsaliuasgu HTTPS, SSH waz Console ilusgelos
1.5.13 annsndsasduadeys Log luguuuu Syslog ludssuumeuenls
15.14 ansaldysuumsgm 1Pve 16
15.15 AR Taue #osgninaglungu Leaders 183 Gartner Magic Quadrant dw3uNetwork Firewalls %38 Enterprise Network Firewalls 1l 2018 uas Tul 2019
1.5.16 Foudundnfasinelfirtonunemsiiiunnsnaiy aunsal Firewall vetesdinisnszamdisuasuninmansisuswitsemelne i 2 Tier iRl Intermet Zone
1.5.17 Uit ausasdeaivivdeiuussununmuaznistiuinsatuayundninain uazgunsal asenegdyglaededinidestadumms TumsButssyanuaiionnuiingdn
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16 3 i i
161 gunsaliiiausazsendu Hardware Appliance ywhitunistesfiussuuauiuweb Application %38 Web Service Taulawz
1.6.2 543U Throughput HTTP 1élihfaandn 10 Gops waz Throughput HTTPS 1@lidfeend 5 Gbps
1.6.3 s995USIU HTTP Transactions sioduiilalitiesnin 250,000 tps uag HTTPS Transactions seduiilabitioendn 100,000 tps
1.6.4 #i Interface port wuu 1G UTP litfesnds 4 wadn wazuuu 106 Fiber Wifaandh 2 port
1.6.5 annsaudmsdanisaunsaliulusunsu Web Browser uay CLI Idiusenaioy
1.6.6 5993UAMTILLUY Transparent Mode Tneszuugondeusslfanludnune in-ine mode 1#
1.6.7 sosfuinduiiodeusonsldruselud
1.6.7.1 |Sniffing Mode
1.6.7.2 |One-Armed Mode
1.6.7.3 [Mirroring Mode
1.6.7.4 [Reverse proxy Mode
1.6.8 Sauasalunisyiausasunilas Web Application snldlnasasiu HTTPS uay HTTP 1flluadiliey
1.6.9 fwaluladl Adaptive Profiling Technology mmcmzi.ﬁ.mﬁﬁmcFmﬁsmrm@v&zmaccd Request Traffic wax Response Traffic 30 Web server 1agld Self- Leaming Profiling engine
wazansalivindu Profile Policy lunsnsiaasuldl
1.6.10 ansadfesiunmslauftim Web TugUiuy Vulnerability attack detection st tipedfesialusl
1.6.10.1 |Forceful browsing
1.6.10.2 |Slow Dos Attack Blocking
1.6.10.3 |System file access
1.6.10.4 |Web server vulnerabilities
1.6.10.5 IHTTP request flooding
1.6.10.6 |Click Fraud Detection
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1.6.11 {1 Detection Rule amunsnllasiumslaufinsounguauuinsgmu OWASP NIS IS , APACHE uaz CGl Isilusgharion

1.6.12 fflerdunsisenuslumsidldon Web server (Web Acceleration)

1.6.13 7835UMIIINIULUY SSL Termination wag SSL Offload

1614 fitefutiesiumsiluausstioya Web Server Cloaking fiuansdayaiioafiu Server Os, $u (version) uag Database :1ndu Header 71 Web server meunduan ( Header (Cloaking)

1.6.15 fiflaridu Character Set Limitation Tuamnsans19@eu contains waz Character ieloamsiGonldnuiilifiviszasiings Webserver

1.6.16 a5V Honey Pot URL Tunsmsiaasuuastasiu computer program Lau Crawler, Scraper Iifiusthales

1617 ansatesfunslauluguuu HTTP DOS, Slowloris uas RUDY iduseeiey

1.6.18 sasfunsvieniludnuasdrsesszun (Hish Availability) wuu Active/Active, Active/Standby 16t
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1.6.20 amnsaRnadlug Rack 1AsgIy 19 ih

1.6.21 nAnfueiidauefedldTun1siusennnIgeIn Common Criteria Certification level 4 (EAL 4) uaz Good Software Certification
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Tneffiauesmsesdaision Hardware uas Software A dudedliliifiswenaanaugunsaising fiduludeliszuvannsoldnulfedredivssaviam

2.2 Uit iauedeaiissTuasudluligmitifeniudawss hia uasmsdnvrnulunssesfossuueietsasaumeaindoanan Cyber finamnsumelulszaneuenssuy

Fihiauasud a.an. fvue wisusenusanisufifoulbivesninfeuas 1 A3

sl o Yot
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