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dodmunauinuaslasimsiamgunsalinietnelusims uazszuudams Bandwidth

et danvunnndnwuy
asmsnsEnedsuazunsnmasisnzwisUsamalng (a.6.0.) mmBraMumammaumgs\ﬁiaaauﬂmmee.uaﬁmm%m:ccﬂ 1w 7 yn dwiuRnnaneiinnas A $1uau 2 %A
21015 B $1u7u 2 90, BEC $1u2u 1 98, 29475 € 51090 1 n , 39713 D Sy 1 ya Insudazyadiausudfedrediosfadaluil
1.1 1 Layer 3 Switch 7l Switching Capacity vuslsitiosndn 1.6 Tbps waraw1snvi Forwarding rate litfesndn 1 Bpps
1.2 fmbhwmudmdn (System Memory) yunliitfosndn 1668 mireerush (Flash memory) wia SSD vunnlsitiosndh 1668
1.3 fimhedglvegelos 2 mie aansanenudsulfiasyhrunauusildiug
14 auszuemfeudisediaunsoonudouldlusasyiny
15 fiwesn 1/10/25Gigabit Ethernet Wy SFP/SFP+/SFP28 $numiliitfosndn 24 das wiowaualugauuy 10Gigabit Ethernet SFP+ agation 12 Tuga
uaznadn 40/100Gigabit Ethernet wuu QSFP S1umiliitfesndn 2 des wiomauslugauuy 40Gigabit Ethernet QSFP agnution 2 Tuga dwiuidendslugigunsal Core Switch
Wwaiw 40 Gigabit Ethernet QSFP aeiaifes 2 Tuga dwiuldlu Core Switch vasesinisnivaisdouasuninmansisusuwinsaalne 18
1.6 auayun1si hop-to-hop encryption Aamasgu IEEE 802.1AE MACSEC 16
1.7 atuayudi MAC Addresses laltiapndn 82,000 addresses
1.8 mgﬁgmgﬁgagtsgﬁtgsmmqﬁ IEEE802.1D, IEEE802.1w, IEEE802.15, IEEEB02.1p Uas IEEE802.1q
1.9 ansavih Port Aggregation AMuNASEIU IEEEB02.3ad
1.10 @u130RARa Switch Virtual Interface 1laitfosndn 4,000 interfaces ey 1P routing protocol liA Static Route, RIPv1/2, RIPng, OSPF, OSPFv3, S-S, BGP,
Virtual Route Forwarding, MPLS uag Policy based routing @lsitfaandn 212,000 routes
1.11 awnsavic IP Multicast routing protocol ldunl PIM Sparse Mode wa PIM Source Specific Mode 14
112 aluayunsairuaietiowiiou (Logical network) uuA3etiendn (Network Fabric) faeTnsinnoa VXLAN 38 Virtual Chassis Fabric (VCF) ¥3® Tunneled Node 161
1.13 1301 deep packet inspection (fingerprinting) Wiorfmun QoS ¥e4 Application iun BitTorrent, NETFLIX, Gnutella, Kazaa2, eDonkey, Fasttrack, SIP, H.323, Skype,
MPEG2-TS, FTP, Exchange, MySQL, Amazon Services, Apple Services, Google Services, Facebook, LDAP, GMAIL, HTTP, Citrix, GRE, ICMP
uaz IPSec Idilusenelios mndeddgunsal Controller vin Bhavegunsaiuiiuraysls
1.14 annsafwunamammsiuing Quality of Service (QoS) feseluil
1.14.1 |Classification: Layer 2 header, IP header (Layer 3) waz TCP/UDP header (Layer 4)
1.14.Z|Queuing: Priority Queuing, Bandwidth percent, Bandwidth Remaining waz Weighted Random Early Detection (WRED)
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115
1.16
1.17

1.18

1.19
1.20
1.21
1.22
1.23
1.24
1.25
1.26
1.27

fflsiduianansotestunislaufivieussurasanans (CPU DoS Attack) fremsvi Traffic Rate-Limiting 7 CPU Input Queue 1#lnedlusf
annsahuuanislesiumsdsidesame IPvd ACL, IPvé ACL, Port ACL, MAC ACL uas VLAN ACL &

filsiduitansedostunslaui Wiayngn ¢e Per port Broadcast Multicast Unicast Storm Control, Port Security, BPDU Guard, Spanning Tree Root Guard, Private VLAN,
DHCP Snooping, Dynamic ARP Inspection, IPvé Router Advertisement Guard (RA Guard), DHCP Guard, IPv6 Neighbor Discovery Inspection (ND Guard), IPv6 Source Guard
uaz IPv6 Prefix Guard 1 mingunsalfiiauelianunsavhls Whauegunsal Network IPS w10 10Gbps siiitusoysld

filusunsu Packet analyzer (Wireshark wiaiisuwin) melusigunsel Tasannsafiudeyauuuamzas (Fittering) Tuguld peap iladnasluéhs Analyzer tool 16
wingunsalfiauelianunsavinlslilausgunsal Network Sniffer/Analyzer srifiusoysild

annsadaivdeyaatinislivuaiotts (Pva uax IPv6 Flow Usage Statistic) masnasgiu Netflow w3a sFlow %3e jFlow 14

fiwo¥n Out-of-band management wuu Console, Ethernet, USB-B (console), USB-A (storage) agneae 1 wasa iiede Terminal s sYinueerunsal wasdmiussivaaussuuld
afuayumsinusaufuresiuafeyadds (Programming) wWuu NETCONF/YANG uat Python difueghaios

guUnseinfesaasoRndeuy Rack 197 1%

annsayhaudussuundihludssmalneuuu 220 VAC, 50Hz 191

dumsiusewmninasguaudasasie 1EC, FCC way UL

gunsaiivun Fouduvadhmi llmerhumstdnundeu

Wundnasifiausaninsavhouiiuiy Core Switch vatesimsnazedssasunsnmansisaswissmalng IfeehafiuszAninmgedn
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;81813 B 31U7u 2 YA, BEC 91134 1 40, 81A75 C S1uau 1 ¥n , 81415 D Fu9u 1 ya InsudazynlinnauiRagrlosdislull

2.1
2.2
23
24
25
26
27
28
29
2.10
211
212
213
214
215

2.16
217
2.18

2181
2.18.2
2183
2.184
2185

Wlu Layer 3 Switch #iflvura Switching Capacity laiffesndn 580 Gbps waziivsziivSamlunisdeiudoya Forwarding Rate liitfosnin 430 Mpps
fmireanudmdn (System Memory) auinliitfosnin 8GB missrud (Flash memory) vide SSD sunslitasnin 1668

fwhgdnglvedaies 2 mie wuslitesnin 1,100 WAC anansanesasulduasyiaumauwusulsud
fimanszuneanufoudsosfiasnsaoonudouldluvasyha

finedndwiuvih Stacking/Clustering eeaion 2 wesa #ae bandwidth s2ulsifeendn 480 Gbps uazansavi stacking/clustering Idathatios 8 1Aes
Twodndmiuvh Power Stacking

Twadn wuu 100M/16/2.56 liltiaandn 36 wefn

fwedn LU 100M/1G/2.56/5G/10G lidesndn 12 wesn wiaiausgunsaluAensusnyi Stacking 1

iiwadn uuu 10G SFP+ Lifountdn 8 neda wisuauslugauuy 10Gigabit Ethernet SFP+ aghatios 2 Tuga

sesfummsgiunsteld UPOE, POE uay POE+ Idifusdnatioe

avfuayudiuiu MAC Addresses Liitiondn 32,000 Addresses

aduayunnvh hop-to-hop encryption AM3NASEIL IEEE 802.1AE MACSEC 16

m\_ﬁgmmﬁs_ﬂtsgﬁﬁgsum\é IEEE802.1D, IEEE802.1w, IEEEB02.1s, IEEE802.1p Way IEEE802.1q

anansavih Port Aggregation A1seisgIU IEEEB02.3ad

annsafng Switch Virtual Interface I8litfasndn 2,000 interfaces fiovh 1P routing protocol lsikn Static Route, RIPv1/2, RIPng, OSPF, OSPFV3, IS-IS, BGP,
Virtual Route Forwarding, MPLS wax Policy based routing lnlaitiaendn 32,000 routes

asavih IP Multicast routing protocol 1#ur PIM Sparse Mode waz PIM Source Specific Mode ¢

afuayunisaiueSetneiaiiou (Logical network) uuaTatiendn (Network Fabric) elwslarea VXLAN vi3p Virtual Chassis Fabric (VCF) 38 Tunneled Node ‘¢
alfuayumu@ansadunsnssaeukarBuiuimudldany (Authentication) feraluil

IEEE 802.1x way User/MAC-Authentication

IEEE 802.1x {luu Guest VLAN, VLAN Assignment, Per-User ACLs, Voice VLAN

Web-Based Authentication laganunsn Customizable Web Pages dwfumih Authentication uazsst URL #ils Redirect dievianns Authentication sulé
affuayun1iin RADIUS change of authorization (CoA)

IEEE 802.1x 1UU Monitor Mode %38 Passive Mode siiglinelunisiduiinga wazmsIvseuAUnTevvely
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2.19 annsnvhausafussuuiignlin levi Role-based Policy Tnsanunsadah Policy Enforcement I#viuit Tnufigléinulaifies Re-Login/ Disconnect, 1aau VLAN
uag IP Address Twl windfadldgunsal Controller w3e Identity Firewall iy Whiauogunsaiuiisaysls
220 afuayun1Ivin deep packet inspection (fingerprinting) Werhmun QoS v84 Application lstun BitTorrent, NETFLIX, Gnutella, Kazaa2, eDonkey, Fasttrack, SIP, H.323, Skype,
MPEG2-TS, FTP, Exchange, MySQL, Amazon Services, Apple Services, Google Services, Facebook, LDAP, GMAIL, HTTP, Citrix, GRE, ICMP wag IPSec Iaifluataioy
windedldgunse] Controller iin Wiausgunsaluiusoyals
221 annsafmusnaammsTiuing Quality of Service (QoS) freluil
2.21.1|Classification: Layer 2 header, IP header (Layer 3) wag TCP/UDP header (Layer 4)
2.21.2}Queuing: Priority Queuing, Bandwidth percent, Bandwidth Remaining Wag Weighted Tail Drop (WTD) %38 Weighted Random Early Detection (WRED)
2.21.3(Traffic Policing: Single-rate two-color policing uag Dual-rate three-color policing
2.21.4|Traffic Shaping: Average rate shaping way Hierarchical shaping
222 SteifuianansotestuntsTaufiviheussuananans (CPU DoS Attack) fhennsvi Traffic Rate-Limiting 7 CPU Input Queue 1Tneslulf
223 sansarivuanisUesiunisdeindeyae IPva ACL, IPv6 ACL, Port ACL, MAC ACL uag VLAN ACL 150
2.24 faridufianunsadaatunslans ¥3BYNIN fe Per port Broadcast Multicast Unicast Storm Control, Port Security, BPDU Guard, Spanning Tree Root Guard, Private VLAN,
DHCP Snooping, Dynamic ARP Inspection, IPvé Router Advertisement Guard (RA Guard), DHCP Guard, IPv6 Neighbor Discovery Inspection (ND Guard), IPv6 Source Guard
uay IPv6 Prefix Guard 1 wingunsaffiiauslaianunsovitls Wiausgunsel Network IPS 4110 10Gbps srifisseysle
2.25 flsunsu Packet analyzer (Wireshark vi3eifiauwin) malusihgunsal Tasennsaifiudeyanuuianzas (Fittering) TugUlWg peap iilodassluss Analyzer tool ¢
mngunsaifiauslsiannsavililiiausgunsal Network Sniffer/Analyzer sifissornals
2.26 aunsodaivdoyaaifnisldmuadetis (Pva uaz IPv6 Flow Usage Statistic) munnasgmu Netflow i sFlow wi3e jElow 18
2.27 fiwe$n Out-of-band management WUy RS-232, USB e¢19ax 1 wed iffesie Terminal Awusinisviuvasaunssl uavdwmiuasiadoussuuld
2.28 atduayunisinuiuiugensuiseyadd (Programming) wuy NETCONF/YANG ua Python éifiuatetes
2.29 gunsaidessoRnReuY Rack 197 1%
2.30 anansavituduszuuinihludssmelnewuu 220 VAC, 50Hz 16
2.31 HumMsiusewmmnasgiumUasnde IEC, FCC way UL
2.32 gunsaifevun Foaduvadml lhaeshumsldnundeu
233 Hugunseififirdemunemsiuiniu gunseinssnedyaraedetowuud 1
234 Vithihinauessdesdimiededudu Igunsaifinavedeutuvesimibiveldmandou wioulimsafuayumeiuwaiianisuinis rassengdyguazansiulsei
wazsidimideudsiimaduiumsmine mnuienguan Wiennuiinenvvesduialulssmelne winy
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fiwasn 8 x 1GE Copper §1uu 8 ports dmiuiu Traffic 41-sen

annsavihnusinfiugunsal External Bypass Traffic Tnsansnsadui Traffic ih-een (bypass traffic) Ilaednlulf@ lunsdifigunseivdnihinausliannsavinnulénng wedn
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mswmsﬂﬂgjgmgmma:marEc Gigabit Ethernet @1%3U Management at1atios 1 wedin
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Instant Messaging , Web %38 Streaming Application

annsaai Policy dmiudnassuuuiisineimuadiiieg dwmfuusias Policy swoluiififuetraties

Priority %38 Best Effort i

Bandwidth Allocation (Guarantee %38 Maximum Bandwidth)

Access Control (Accept %58 Reject)

QoS Per Application

annsafmuadnsihnuresgunsali. GUI uas Centralize Management Server 1 Tagsfoainiaue Server niaufnds Software Usmisdams wrlvieues
gunsnifiiauasiasl Power Supply aghaifes 2 Power Supply dw$uvi Redundancy
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4.1 U3y ﬁmﬁmc@&@igaﬁmswﬁémeega Fiber Optic WUy Single Mode 24 Core 5¢%31991A3 A Uaz 81A13 B Waw D wiay Patch panel uas gunsallvinsuiu
4.2 U3t thiaueseshnsinsgunsaitauaiiafy Core Switch uay svuuIATaTIBTIBIRNIINSTMBEBLAzINS A AT T MR svndlng
Inedlauaasesdaunion Hardware uay Software fsudusoddiifemenaemuaedyyrusag dsuduieliaunse Wouldesedivseaniam uazgunsal monitor liteandn 2
4.3 U3t Thjaussesiuiiuntg Update Software/Firmware gunselihiniaus Wil version danfl nsmengdayan 3 ¥
4.4 Ui fhinauasesanansaliiing 20x7x4 naeaszezm 3 T wasvi Preventive Maintenance (PM) wiaudsnonuasunanisthgsinwnsyuy lidesniitlas 3 afa maenszasion 3 9
4.5 Uit fihiaussaddnsdissuuldeuldesndivssaninm uasdiigunsaildeniomiessuudulaiifertestussuuiliausliiBuniiiives sdny fivaue
qum@ams%ﬂmScmMizm:d%&%éms%ﬁaccJ uae Standby tieuslellgmmdmisiadudnaialiifosndt 2 u
4.6 U3t fthauesestinanumsfnsgunsaimaiussuuaieteasauaviossuumsiunsaonfoasauna Tneiaeulidesnda 2 Tassns ndeuenasiusemany
4.7 Uit fthuauedesdaliiimnsitdussaunisalirnanudilidesndt 2 ¥ wasiiarudsmngfussuuededieuarmmaiunsiasade
inUsgiflesinmanseneidsuasunsnmansisauzuvisuszdlng @an) qw‘m%Ecmdsﬂammcxmﬂsﬂeaesémsucdﬂrm:m._,%nmﬁzﬁme.,zm%umsw%ssmmsmﬁ feyeyr 3 1
4.8 Uity fhiauesedimnsviodmihfiddinudiung uesilluduses Certificate snidowdndom visaudiinausnléfunsiusemnidwemdnsig
wielaunsafndaszuus Ideganysaided
4.8.1 |CONP ( i1y Network Profession %38 Security ) $1u7u 2 viu
4.8.2 |CCNA ( si1u Network Associate Routing And Switching ) $1uau 2 v
4.8.3 [CISSP ( ¢ Information Security Speciatist ) $1u2u 1 vinu
Revlynsfineusu ,
5.1 U3t iauedesdaliiinsfineusunisuimsianisssuvremdndusivhinaus o diinanlve dan. On the Job Training) wiauffy System Workflow,
Network Diagram waggilonsldanuszuy (mwilne) munnidnuaruazauanansavemdniasiagiulos 5 atiu wieu USB Flash Drive Indlananshlasinng
5.2 U3 fithiaueseedalifimsineusy uavamudeuaoumundngrsnisuimsdanisssuvsndadnsiitiaus o gudineusiléumsfumnasgu fil
5.2.1 |CCNA ( Routing And Switching ) 912U 3 ¥inu
5.2.2 |CCNA ( Security ) d1uwau 1 vy
fivuadesuniouinng
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